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Secure Communication Problem

Conclusion
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Secure communication

Bob

1 . .
Shannon, Claude E. “Communication theory of secrecy systems:”
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Secure Communication Problem

Secure communication

P

Comitentia

P

Y y
Alice Bob

@

» Reliability & Security?

» Shannon 1949!: the first formal model for secure communication
» Two steps solution

» Provide Reliability: Error Correcting Codes (ECC)
» Provide Security: One-Time Pad (OTP) with a shared key
-------- shared key --------

' <
X Y ( Bob
m
iz ()

1 . .
Shannon, Claude E. “Communication theory of secrecy systems:”
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Secure Communication

» Use computational assumptions

Reliability Security

Error Correcting

Public Key

Codes Cryptography

RSA Diffie-Hellman|
Factoring Large Discrete
Numbers Logarithm

Breakable by a quantum computer!

» Use physical assumptions (Information Theoretic)

» Secure Message Transmission (Wiretap Channel)

4
Reliability Bob
&
[
Security
Eve
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Realizing a Wiretap Channel

An IoT Environment
> Long-term security
» Devices with energy constraints

> Attackers are at longer distances
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Message Encoding over Wiretap Channel

P {0,1}* = {0,1}"

v M—{Enc()
BN 4

Alice

{0,1}" — {0,1}°
Main Y 4
Dec()—M' (!
() 0 (v
Bob
Wiretapper Swry
——Z (M
w() (M)
Eve

» Reliability: Pr(M # M’') < o,
» Strong security?MIS = SS = DS: Adv®™ < ¢,

MIS : max I(M; Z(M)) = Adv™*
M

SS : max[max Pr[A(Z)
[Py A

:f(M)] —msaxPr[S :f(M)] = AdvSs

DS : max SD(Z(My); Z(M;)) = Adv®

0,M1

» Message transmission rate R = 2

2 s . . .
Bellare, Mihir, Stefano Tessaro, and Alexander Vardy. “Semantic security for the wiretap cliannel.”
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Secrecy Capacity

> Secrecy capacity Cs:
P> Highest achievable secure message transmission rate

» C; for the general channels [CK78]
Co=  max (I(V;Y)-I(V;Z)).

= Secure communication condition: I(V;Y) > I(V; Z)
» Explicit C;
P> (Weakly) Symmetric channels
» Degraded wiretapper channel

C; =Cr—Cw
A — J‘Dec() PM’ T
w() Z(M)

General wiretap channel Degraded wiretap channel (X-Y-Z)
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Construction of a WT Encryption System

» HtE: Hash then Encode » Modular Construction
Modular Encryption
Error Correcting Code — i
5 R (D)
D}
—I D] .
» Seeded Encryption: seed
X length is amortized
. ) ) . asymptotically
Building Block:efficiently invertible . o
universal hash family (ei-UHF) I )
— ei-UHF (gs(z,y)) from XoR UHF se oy
(hs(2)):
gs(z, y) = hs(z) Dy SE(S.]\[;’DSE(S.SE(. ) =M

XoR UHF: a family of functions H = {hs|s € S, hs : X — Y} for s & S, where
foranyz#4z' € Xanda €)Y

Pr(hy(2)s(z') = a] <

Y12
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Security of HtE

» HtE is SS= DS using the framework of [BT'V12|(for symmetric
channels)

1. Prove DS for uniformly random message
2. Check two properties of the encoding

* Message linear:
HtE(k,s,m; & my) = HtE(k,s,m:) & HtE(k,s, my)
* Separable:
HtE(k,s,m) = HtE(k,s,0°) & HtE(0*,s, m)

= DS for any message distribution

» Capacity achieving for degraded WT channels with symmetric
channels

» Seed length is amortized asymptotically
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Finite-length Comparison of HtE and ItE

We only look at the secure coding block

ItE: Invert then Encode [BTV12] HtE: Hash then Encode
ash Inversion
e S
}— D]
LET M ] emantic Secure Encrypted Block [

@  g(D, M)

Encrypted Block

Transmitted Blocks: Transmitted Blocks:
m| + |R| IRl < |D| < R+ m]|
D IR <ID| < |Rl+ |m]|
D nl+ R | Im|

Semantic Secure Encrypted Block Encrypted Block
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Shannon vs Wyner
e Shared Key - -=----- ' Main g
' e ' \‘ Channel Y /B )
i + @ ol
Al:u X Yy Bob ‘P X
1ce Ll r S
Alice Wiretapper .
Z Eve Channel Eve
Shannon Model Wiretap Model
» Shannon 1949
P Perfect secrecy requires: |m| = |k| = limited practical applications
» Wyner 1975:

» Semantic Security is possible at relatively low rate
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Shannon + Wyner: Keyed Wiretap Channel

log| K|
n

There exist a key K of rate Rx =

over the wiretap channel

» Theorem?: The secrecy capacity of the general wiretap channel
with a shared key of rate Rx

, max__min (I(V;Y)=I(V;2)]T + Rk, I(V; Y))

3Kang, Wei, and Nan Liu. “Wiretap channel with shared key.”
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Shannon + Wyner: Keyed Wiretap Channel

log| K|
n

There exist a key K of rate Rx =

over the wiretap channel

» Theorem?: The secrecy capacity of the general wiretap channel
with a shared key of rate Rx

, max__min (I(V;Y)=I(V;2)]T + Rk, I(V; Y))

3Kang, Wei, and Nan Liu. “Wiretap channel with shared key.”
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Shannon + Wyner: Keyed Wiretap Channel

log| K|

~— over the wiretap channel

There exist a key K of rate Rx =

» Theorem?: The secrecy capacity of the general wiretap channel
with a shared key of rate Rx

, max__min (I(V;Y)=I(V;2)]T + Rk, I(V; Y))

» Security is in terms of normalized mutual information for
uniform message distribution

P Reliability is in terms of average error probability.

» FExplicit construction is not given
3Kang, Wei, and Nan Liu. “Wiretap channel with shared key.”
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Shannon + Wyner: Keyed Wiretap Channel

log|K|
n

There exist a key K of rate Rx = over the wiretap channel

» Theorem?: The secrecy capacity of the general wiretap channel
with a shared key of rate Rx
max__min ([I(V;Y)—I(V;Z)]" + Rk, I(V;Y))

VoX—-YZ

distinguishing advantage

» Security is in terms of for
any
uniform message distribution
» Reliability is in terms of magv}gr%lélem error probability.

» FExplicit construction is net given

3Kang, Wei, and Nan Liu. “Wiretap channel with shared key.”
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Keyed Wiretap Encoding Schemes

» KHtE: Keyed Hash then Encode

ECC:{0,1}® — {0, 1}*

buite

KHtE for one block

Bits that reveal information
<d-(b-b)

Bits that hide information < ¢t 4+ v
» Key length: t = n.Rg
» Treat the channel as a source of
randomness

v = Hoo (CH) = — log ( max CH(z, y))
TEX,yEY

No information leakage d + b — byt4v

SD (5, W(F(hs (KON U;_,)))i (S, U0)) <.

» KHtE*: The unified code

Error Correcting Code

0! T (DTKY
B 7

CoTK1}

» Becomes HtE when
there is no shared key

» Becomes e-One-Time
pad when the wiretap’s
secrecy capacity is zero
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Using KHtE IN PRACTICE

Theorem 1:KHtE is reliable, semantically secure and capacity achieving
for weakly degraded wiretap channel with the following choice

. 1
b, = n.Rg + b, — n.Cw — v/nlog(2° + 3).4 /2loge— + 2loge,

» Worst error probability: max Pr[(m # m)] < on
me

» Distingishing security: 2max SD(W(Enc(m)); Uz) < €,

- @\m
(

» Capacity achieving:

b . by
R=1lm —=(lim — - Cw)+Rx=Cr— Cw +Rxg

n—oo nN n—oo N
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Conclusion and Future Works

Concluding Remarks

» An efficient semantically secure wiretap code for DMC wiretap
channel

» The first semantically secure wiretap code with shared key for
weakly symmetric channels

P> Finite-length expression for achievable encoding rate
Future Works
» Extending this result to more general channels

» A framework for converting other wiretap codes into the keyed
wiretap codes

» Implementation of wiretap codes
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HtE: A Seeded Encryption

» HtE is a modular construction of wiretap codes

» Semantic secure, capacity achieving, efficient
» ei-UHF is the building block HtE
» #H = {hs|s € S}: a family of XoR universal hash functions X — Y

gs(z,y) =hs(z) @Y

G = {g;s|s € S} is a family of universal hash functions (ei-UHF'5)

HtE:Hash then Encode

O R (k) ]
9 gS(K7 m)

Encrypted Block
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Finite-length Comparison of HtE and ItE

The effective rate of ItE and HtE over a BSC), with ¢ = 32 bits and
p = 0.15,0.25,0.35

o I I I I I I I I I

o 1000 200 000 a0 000 7000 000 o000 o000

5000
Message Block Length (bis)
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